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On Physical-Layer Security of FDA
Communications Over Rayleigh

Fading Channels
Shilong Ji, Wen-Qin Wang , Senior Member, IEEE, Hui Chen , and Shunsheng Zhang

Abstract—In this paper, we investigate frequency diverse
array (FDA) antenna for physical-layer security and analyze the
system performance (i.e., average secrecy capacity and secrecy
outage performance) over independent but not necessarily iden-
tical distributed Rayleigh fading channels. A single-antenna
multiple-channel receiver structure is proposed to address the
time-variance property of FDA antenna. The transmitter allo-
cates part of its power to send artificial noise (AN) so as to
ensure the security of communications, such that the channels
other than the desired receiver’s are degraded. Specifically, we
derive the closed-form expressions for average secrecy capac-
ity, probability of nonzero secrecy capacity, and secrecy outage
probability, respectively. The correctness of the proposed analysis
is corroborated via simulations. Furthermore, the correspond-
ing asymptotic expressions for average secrecy capacity and
secrecy outage probability in high signal-to-interference-plus-
noise ratio (SINR) regime are also provided, respectively, to have
deep insights into the performance of the considered system.
Numerical results show that the FDA communications signif-
icantly outperforms the phased-array (PA) scheme in range
dimension for secure communication.

Index Terms—Secure communication, frequency diverse array
(FDA), physical-layer security, FDA communications, Rayleigh
fading, secrecy capacity, secrecy outage probability.

I. INTRODUCTION

PHYSICAL-LAYER security plays an important role in
wireless communications [1]–[10], due to the fact that

the secure transmission is provided by exploiting the charac-
teristic of wireless channels rather than the traditional security
that was regarded as an independent issue beyond the physical
layer and was studied through designing and implement-
ing cryptographic algorithms. A secure transmission protocol
was developed in [11] based on one-way communications
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over quasi-static wireless channels, the authors shown that
the security is available even in a more realistic scenario
where only imperfect channel state information (CSI) can be
obtained. Gopala et al. [12] and Liang et al. [13] derived the
ergodic secrecy capacity of fading channels independently and
presented the power and rate allocation strategies at the same
time. Later, the multiple desired receiver scenario was stud-
ied by Khisti et al. [14] over fading channels and the secrecy
capacity was analyzed on the basis of outage probability in
delay-limit situation.

The recent interest of physical-layer security turns to
multiple-input multiple-output (MIMO) scenarios, where the
eavesdropper’s channel may be further deteriorated by exploit-
ing the spatial degrees-of-freedom (DOFs). Taking the
resource-constrained nature of the backscatter system into con-
sideration, [15] proposed a noise-injection precoding strategy
to safeguard the physical layer security of a multiple-input
multiple-output (MIMO) radio frequency identification (RFID)
system. In [16], power allocation schemes for relay-aided
large-scale MIMO systems are proposed to address the joint
power and time allocation issue for secure communications
in massive multiple-input multiple-output (M-MIMO) relaying
system. Further, for large-scale MIMO systems, the secrecy
outage probability and interception probability are investigated
in [17] with Rayleigh fading scenario consideration for emerg-
ing cyber-physical systems (CPSs) and Internet of Things.
A multiple-antenna wiretap-channel under multiple coopera-
tive jammers was investigated in [18] and the secure DOFs
were established for all possible values of the number of
antennas. Zhu et al. [19] designed robust beamforming to guar-
antee the physical layer security for a multiuser beam division
multiple access (BDMA) massive MIMO system, when the
channel estimation errors are taken into consideration. Another
meaningful approach that widely being used in physical-layer
security is artificial noise [19]–[25]. In AN-aided approaches,
the transmitter should allocate part of its power to send the
artificially generated noise to interfere potential eavesdroppers.
With multiple randomly located jammers, Wu et al. [25] inves-
tigated the secrecy rate maximization problem in AN-aided
multiple-input single-output (MISO) wiretap channel.

More recently, array antenna has been received great atten-
tion in communication community. Specially, phased-array
antenna, which is composed of lots of radiating elements
each with a phase shifter. Beams are formed by shifting
the phase of the signal emitted from each radiating ele-
ment, to provide constructive/destructive interference so as
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to steer the beams in the desired direction, thus high gain
can be achieved. Several phased-array-based schemes have
been proposed in [26]–[29]; however, phased-array antenna
can only produce angle-dependent beampattern in a far-field
point, which implies only the security in angle dimension can
be achieved. Later, Frequency diverse array antenna emerges
as a new form of antenna to overcome this problem. FDA uses
a small frequency offset across the array elements to make its
steering direction change as a function of the angle, range,
and even the frequency offset [30], which is different from
the range-independent phased-array antenna, enables the array
beam to scan without the need of phase shifters or mechan-
ical steering, and provides both angle and range dependent
beampattern. These properties make FDA potentially useful in
many promising applications [31]–[36]. Although current FDA
related investigations focus on radar applications [37]–[40], it
also can provide potential two-dimension secure transmission
for physical layer security rather than one-dimension security
of phased-array antenna. Therefore, in this paper, we utilize
FDA antenna for physical-layer security communication.

Exploiting FDA antenna for secure communication has been
reported in [41]–[44]. Ding et al. [41] established an orthogo-
nal frequency-division multiplexing (OFDM) transmitter based
on FDA to enhance physical-layer security. Directional modu-
lation and FDA were jointly utilized in [42] for point-to-point
secure communication. Aided with AN, a random FDA secure
transmission scheme was proposed in [43]; however, only the
instantaneous time was considered and thus ignored the time-
variance property, a fundamental problem of FDA antenna.
Very recently, Lin et al. [44] investigated the physical layer
security for highly correlated channels between the desired
receiver and eavesdropper by utilizing an FDA beamforming
approach.

However, all the aforementioned works in [41]–[44] are lim-
ited to Gaussian channels. In practical wireless environment,
the amplitude variation of a received radio signal can be mod-
eled as a product of path loss and fading [45]. Several models
exist for characterizing path loss, including the variants of
Okumura-Hata and Walfisch-Ikegami formulas [46]. Fading
may be either due to multipath propagation, which is referred
to as small-scale multipath fading, or due to the shadowing
from obstacles affecting the wave propagation, which is usu-
ally referred to as shadowing. As fading is one of the two
fundamental aspects (the other one is interference) of wire-
less communications, which has been necessarily considered in
various communication systems [47], [48]. Thus, it is of great
interest to investigate FDA based secure communication over
fading channels. To the best of our knowledge, until now, there
has been no literature on FDA-based secure communication
over fading channels available.

Motivated by the observations above, in this paper, we take
Rayleigh fading scenario for consideration and concentrate on
analyzing the secure performance provided by artificial-noise
aided secure communication using FDA antenna. Our main
contributions are listed as follows:

(i) Different from the conventional phased-array, time-
variance property is a thorny problem for the application
of FDA antenna, which is difficult to cope with, and has

not been well handled in the literature. In this paper, we
propose a single-antenna multiple-channel signal pro-
cessing structure to address the time-variant property
and can effectively process the received signal, which is
completely different from the existing works [41]–[44]
and significantly facilitates the analysis. This form of
multiple-channel receive signal processing structure is
applied to all the receivers of the considered system.

(ii) Based on the multiple-channel structure proposed, we
firstly derive an approximate SINR for the eavesdrop-
per’s channel, which greatly simplifies our derivations
for achieving a closed-form expression of average
secrecy capacity over Rayleigh fading channels, and
then, the optimal power allocation problem is stud-
ied accordingly. Moreover, by employing an approxi-
mate approach, the asymptotic expression for average
secrecy capacity in high SINR regime is also derived
as an upper bound to have a deep insight into system
performance.

(iii) The secrecy outage performance including probability
of nonzero secrecy capacity and secrecy outage prob-
ability are investigated over Rayleigh fading channels,
together with the approximate closed-form expressions
derived. In addition, the impacts incurred by the eaves-
dropper’s locations on secrecy outage performance are
examined. Furthermore, the asymptotic expression for
secrecy outage probability in high SINR regime are also
achieved as a lower bound, which provide us a con-
venient way to evaluate the outage performance of the
proposed communication scheme.

(iv) The conventional phased-array schemes [26]–[28] and
the existing FDA schemes [41]–[44] are all focused
on Gaussian channels. All of theses works lose to
study the random property of fading channels on the
system performance. With Rayleigh fading scenario
considered in this paper, we investigate FDA scheme
and the conventional phased-array scheme over both
Gaussian and Rayleigh fading channels. Moreover, the
worst performance case that the desired receiver and
eavesdropper locate very close are studied.

The rest of this paper is organized as follows. In Section II,
we present the proposed single-antenna receiver structure and
the FDA communications system model over Rayleigh fading
channels. In Section III, the closed-form expression of aver-
age secrecy capacity is derived, together with its performance
analysis. In Section IV, the secrecy outage performance of the
proposed FDA communication system are analyzed accord-
ing to the derived closed-form expressions. Finally, numerical
results and discussions are provided in Section V, and conclu-
sions are drawn in Section VI.

Notations: Boldface lowercase and uppercase letters, e.g., a
and A, are used to denote vectors and matrices, respectively.
Italic letters denote scalars. For a complex number, | · |, (·)∗,
and ‖ · ‖ represent the modulus, the conjugate operator and
the Eulcidean norm, respectively. Pr[·] denotes the probability.
For a vector or matrix, (·)T and (·)H denote the transpose and
Hermitian transpose, respectively. The N × N identity matrix
is given by IN and the expectation is denoted by E[ · ].
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Fig. 1. Single-antenna multiple-channel receiver structure.

II. SYSTEM AND CHANNEL MODEL

A. FDA Communications Receiver

The basic FDA uses a small frequency offset across its array
elements. That is, the radiation frequency from the nth element
is given by

fn = f0 + nΔf , n = 0, 1, . . . ,N − 1, (1)

where f0, Δf , and N are the carrier frequency, the frequency
offset, and the number of array element, respectively.

For a communication receiver located in a far-field point
(θ, R) (θ and R are the azimuth and range from the receiver
to the first transmitting element, respectively), the distance
between the receiver and the nth transmitting element is
approximated as Rn ≈ R − nd sin θ, with d being the
uniform linear inter-element spacing. Let φ(t) be the trans-
mitted baseband complex waveform with unit energy, i.e.,∫
T φ(t)φ∗(t)dt = 1, where T is the pulse duration. The super-

imposed signals arriving at the communication receiver can be
written as

r(t) = hx
N−1∑

n=0

Πnφ(t − τn )e
j2πfn (t−τn ), (2)

where h is the channel coefficient, x is the transmitted complex
digital modulation symbol, Πn is the weight of nth transmit
element, τn = Rn/c denotes the signal propagation delay
from the nth element to the receiver, with c being the speed
of light. Following the narrow-band assumption, it holds φ(t−
τn ) ≈ φ(t − τ) with τ = R/c. Then, (2) can be rewritten as

r(t) ≈ φ(t − τ)hxej2πf0(t−
R
c )

N−1∑

n=0

Πne
j2πnΦ(t)

= hxej2πf0(t−
R
c )ΠH u(t ; θ,R)φ(t − τ), (3)

where Φ(t) = Δft − ΔfR
c + f0d sin θ

c , u(t ; θ,R) =

[1,ej2πΦ(t), . . . , ej2π(N−1)Φ(t)]T is the transmit steering vec-
tor, and Π = [Π0, Π1, . . . , ΠN−1]

T denotes the transmit
weight vector.

Then, at the communication receiver, we adopt a single-
antenna multiple-channel approach to deal with the received

Fig. 2. System model.

signals, whose structure is shown in Fig. 1. In the single-
antenna receiver model, the multiple carriers, denoted by
f0, f1, f2, . . . , fM−1, are adopted to demodulate the received
signals, then followed by matched filters, the outputs of all
the filters are finally combined. By exploiting this approach,
the received radio frequency (RF) signal in (3) is first down-
converted to the following baseband signal

r ′(t) = hxej2πf0(t−
R
c )e−j2πf0(t−R

c )ΠH u(t ; θ,R)φ(t − τ)

= hxΠH u(t ; θ,R)φ(t − τ), (4)

by using a signal down-conversion operation. Then, matched-
filtering the obtained baseband signal in (4) and making
the assumption that the waveform satisfies the following
orthogonality condition

∫

T
φ(t)φ∗(t − τ)ej2πmΔftdt = δ(m), ∀τ, (5)

where δ(·) is the Kronecker delta function. Consider all one
weight vector, i.e., Π = [1, 1, . . . , 1]T , we obtain the noise-
free signal of the nth filter output

ỹn (t) =
[
r ′(t)× e−j2πnΔft

]
� φ(t)

= hxej
2πn
c

(−ΔfR+f0d sin θ), (6)

where � is the convolution operator. Further, we have

ỹ = [ỹ0, ỹ1, . . . , ỹN−1]
T = hxu(θ,R), (7)

with u(θ,R) = [1,ej2πΦ(0), . . . , ej2π(N−1)Φ(0)]T .
Let a(θ,R) = u(θ,R)/

√
N be the normalized transmit

steering vector. Then, we combine all the filters’ outputs, and
the final combined noise-free signal at the receiver is given by

y = haH (θ,R)s, (8)

where s = x [1, 1, . . . , 1]T is the N × 1 transmitted symbol
vector.

In this paper, this form of single-antenna approach will be
applied to all the receivers of the considered system.

B. System Model Formation

As illustrated in Fig. 2, we consider a MISO wiretap-
channel consisting of one source transmitter S, a desired
receiver D, and a potential passive eavesdropper E. The trans-
mitter S intends to send its message to D, while E attempts
to decode this message from its received signal through the
eavesdropper channel. The transmitter S uses an N-element
FDA antenna, while the desired receiver and eavesdropper
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adopt single antenna. In addition, we assume both the main
channel (S → D) and eavesdropper channel (S → E) expe-
rience ergodic block quasi-static fading, where the channel
coefficients remain constants during a block period and vary
independently from block to block. We also consider that
the coefficients from the transmitter S to the desired receiver
D and to eavesdropper E are ideally estimated in D and E,
respectively. In cases of active eavesdropper, E is capable
of estimating its corresponding channel as D does, whereas
in other cases, it needs to eavesdrop the characteristics of
the channel estimation process (e.g., the transmitter’s pilots
signals).

In the study of physical-layer security, beamforming with
AN is widely used in the literature because of the robustness
and desirable secrecy performance [49]–[52]. Hence, in this
paper, AN-aided secure transmission is adopted in the FDA
scheme and the transmitted baseband signal can be given by

s =
√

αPSvx +
√

βPSw, (9)

where x is the transmitted symbol at S with average power
constraint, i.e., E[|x |2] = 1. PS is the fixed average trans-
mit power of S. α and β are the parameters that determine
the power allocation for the useful signal and artificial noise,
respectively, satisfying α + β = 1, and v is a beamforming
vector designed by S to implement coherent combining at the
desired receiver, so as to maximize the receive SINR of D.
Note that, the artificial noise should satisfy aH (θD ,RD )w =
0, which projects AN to the null space of a(θD ,RD ). Thus,
the artificial noise vector w can be expressed by [43]

w =

(
IN − a(θD ,RD )aH (θD ,RD )

)
z

∥
∥
(
IN − a(θD ,RD )aH (θD ,RD )

)
z
∥
∥ , (10)

where z∼CN (0, IN ).
Then, according to (8), when the baseband signal in (9) is

transmitted, the received signals at the desired receiver D and
eavesdropper E can be expressed as

yD = hDaH (θD ,RD )s+ nD

=
√

αPShDx + nD , (11)

and

yE = hEa
H (θE ,RE )s+ nE

=
√

αPShEa
H (θE ,RE )vx

+
√

βPShEa
H (θE ,RE )w + nE , (12)

respectively, where hi , i ∈ {D ,E} is the complex chan-
nel coefficient of the link S → i and ni is the complex
additive white Gaussian noise (AWGN) with zero mean and
variance σ2i , i.e., ni ∼ CN (0, σ2i ). Note that, the received sig-
nal is coherent combined at D by exploiting the beamforming
scheme mentioned above. However, for the eavesdropper E,
the item aH (θE ,RE )v distorts the amplitude and phase of
the signal received at E. Also, the randomly change of artifi-
cial noise vector w and the nonzero of a(θE ,RE ) make the
item aH (θE ,RE )w distort the receive signal seriously.

The corresponding output SINR at D and E can be
expressed as

γD =
αPS |hD |2

σ2D
= |hD |2αμD , (13)

and

γE =
αPS

∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2|hE |2

βPS

∣
∣aH (θE ,RE )w

∣
∣2|hE |2 + σ2E

=
αμD

∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2|hE |2

βμD
∣
∣aH (θE ,RE )w

∣
∣2|hE |2 + κ

, (14)

respectively, where μD = PS/σ
2
D and κ = σ2E/σ

2
D . Herein,

we assume the complex channel coefficient hi , i ∈ {D ,E}
undergoes independent but not necessarily identical distributed
Rayleigh fading, which implies that the channel gains |hi |2
follows an exponential distribution, with E[|hi |2] = Ωi , i ∈
{D ,E}.

Although the quasi-static hi is random but it remains con-
stant for each realization, it is reasonable to view the main
and eavesdropper channels (with fading) as complex AWGN
channels. Thus, according to [53], the instantaneous secrecy
capacity for one realization (γD , γE ) in quasi-static complex
fading wiretap-channel is given by

Cs(γD , γE ) = max{CD − CE , 0}, (15)

where

CD = ln(1 + γD ), (16)

and

CE = ln(1 + γE ), (17)

are the channel capacities at D and E, respectively. In this
scenario, the optimal power allocation parameter α for useful
signal that maximizes Cs(γD , γE ) can be obtained through

α∗
AWGN = argmax

0≤α≤1
Cs(γD , γE ). (18)

Suppose perfect CSI of the eavesdropper’s channel is avail-
able to the transmitter, the coding scheme can be adapted
to every realization of the fading coefficients. The average
secrecy capacity can then be calculated by [53]

C̄s(γD , γE ) = E[Cs(γD , γE )]

=

∞∫

0

∞∫

0

Cs(γD , γE )f (γD , γE )dγDdγE , (19)

where f (γD , γE ) is the joint probability density function
(PDF) of γD and γE .

III. SECRECY CAPACITY ANALYSIS

Although (15) gives the instantaneous secrecy capacity, it
just depicts the secrecy capacity for one realization (γD , γE )
of the wiretap-channel. In this section, we analyze the average
secrecy capacity over Rayleigh fading channels.

A. Preliminary

To facilitate the analysis, we need to derive the PDFs of γD
and γE , respectively, first.
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Since the random variable |hD |2 follows an exponential
distribution with mean ΩD and (13) reveals that the instanta-
neous SINR is γD ∝ |hD |2, γD also should be exponentially
distributed with mean γ̄D = E[γD ] = αμDΩD , specifically

f (γD ) =
1

αμDΩD
e
− γD

αμDΩD , γD > 0. (20)

The following theorem provides a tight upper bound for
the instantaneous SINR of the eavesdropper channel, so as to
obtain the approximate PDF of γE .

Theorem 1: According to the SINR of γE in (14), a tight
upper bound SINR for γE can be approximated given as
follows:

γE
(�)
≤ γ

up
E = α

∣
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣
∣
2

× min

{
1

β
∣
∣aH (θE ,RE )w

∣
∣2
,
μD
κ

|hE |2
}

. (21)

Proof: The upper bound γupE can be derived straightfor-
wardly as follows:

1

γE
=

βμD
∣
∣aH (θE ,RE )w

∣
∣2|hE |2 + κ

αμD
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2|hE |2

=
β
∣
∣aH (θE ,RE )w

∣
∣2

α
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2

+
κ

αμD
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2|hE |2

≥ 1

α
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣2

× max

{

β
∣
∣
∣aH (θE ,RE )w

∣
∣
∣
2
,

κ

μD |hE |2
}

. (22)

Taking the reciprocal of (22) on both sides, we can obtain the
upper bound γ

up
E , which completes the proof.

It is important to point out that the step (�) in (21) obtain-
ing γupE arises as a tight upper bound approximation of γE ,
which will be validated through numerical results in Section V.
This tight upper bound approximation implies that the PDF of
γE can be approximately obtained by deriving the PDF of
γ
up
E .
Next, we present a method to calculate the cumulative dis-

tribution function (CDF) of the approximate SINR γ
up
E in the

following theorem.
Theorem 2: The CDF of the approximate SINR γupE for the

eavesdropper channel is given by

Fγup
E
(γ) = F|hE |2

(
κ

αμDY
γ

)

, γ > 0, (23)

where Y � |aH (θE ,RE )a(θD ,RD )|2, and FX (·) denotes the
CDF of a random variable X.

Proof: The proof is presented in the Appendix.
Theorem 2 demonstrates that, the CDF of γupE is closely

related to the CDF of |hE |2. With the assumption that hE
undergoes Rayleigh fading, the CDF of γ

up
E then can be

derived as

Fγup
E
(γ) = 1− e

− κ
αμDYΩE

γ
, γ > 0. (24)

Note that γupE follows an exponential distribution with mean
γ̄upE = E[γupE ] = αμDYΩE/κ. Therefore, the PDF of γupE can
be easily obtained as

f
(
γ
up
E

)
=

κ

αμDYΩE
e
− κ

αμDYΩE
γup
E , γ

up
E > 0. (25)

B. Closed-Form Analysis

Here, we aim to derive a tight lower bound closed-form
expression for the average secrecy capacity over Rayleigh
fading channels. Since γupE in (21) is a tight upper bound
approximation of γE , by plugging (21) to (19), we can get
the following extended approximate expression

C̄s(γD , γE ) ≥ C̄LB (γD , γE )

=

∞∫

0

∞∫

0

Cs
(
γD , γ

up
E

)
f (γD )f

(
γ
up
E

)
dγ

up
E dγD .

(26)

Similar to (18), the optimal power allocation parameter α
that maximizes the lower bound average secrecy capacity,
C̄LB (γD , γE ), can be obtained by

α∗
LB = argmax

0≤α≤1
C̄LB (γD , γE ). (27)

Changing the order of integral in (26), we obtain

C̄LB (γD , γE ) =

∞∫

0

⎡

⎣
∞∫

0

Cs
(
γD , γupE

)
f
(
γupE
)
dγupE

⎤

⎦

︸ ︷︷ ︸
L

f (γD )dγD ,

(28)

where

L =

γD∫

0

(
ln(1 + γD )− ln

(
1 + γ

up
E

))
f
(
γ
up
E

)
dγ

up
E . (29)

By exploiting the integration by parts and applying some
algebraic manipulations, we derive (29) as

L =

γD∫

0

(ln(1 + γD)− ln(1 + γup
E ))f (γup

E )dγup
E

=

γD∫

0

ln(1 + γD)f (γup
E )dγup

E −
γD∫

0

ln(1 + γup
E )f (γup

E )dγup
E

= ln(1 + γD)Fγ
up
E
(γD)−

γD∫

0

ln(1 + γup
E )f (γup

E )dγup
E

= ln(1 + γD)Fγ
up
E
(γD)

−
⎡

⎣ln(1 + γD)Fγ
up
E
(γD)−

γD∫

0

Fγ
up
E
(γup

E )

1 + γup
E

dγup
E

⎤

⎦

=

γD∫

0

Fγ
up
E
(γup

E )

1 + γup
E

dγup
E . (30)
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Substituting (30) and (28) into (26), we rewrite the average
secrecy capacity as

C̄s(γD , γE ) ≥ C̄LB (γD , γE )

=

∞∫

0

⎡

⎣

γD∫

0

Fγup
E

(
γupE
)

1 + γupE
dγupE

⎤

⎦f (γD )dγD . (31)

By changing the order of the integral in (31), we have

C̄s(γD , γE ) ≥ C̄LB (γD , γE )

=

∞∫

0

Fγup
E

(
γ
up
E

)

1 + γ
up
E

⎡

⎢
⎣

∞∫

γup
E

f (γD )dγD

⎤

⎥
⎦dγ

up
E

=

∞∫

0

Fγup
E

(
γupE
)

1 + γupE

[
1− FγD

(
γupE
)]
dγupE . (32)

Observe that (32) depends on the statistics of the main chan-
nel and the eavesdropper’s channel. Based on (20) and the
Rayleigh fading assumption, we can easily obtain

FγD (γ) = 1− e
− γ

αμDΩD , γ > 0. (33)

By substituting (24) and (33) to (32), and applying some
algebraic manipulations, we obtain

C̄s(γD , γE ) ≥ C̄LB (γD , γE )

=

∞∫

0

e
− 1

αμDΩD
γup
E

1 + γ
up
E

dγ
up
E

−
∞∫

0

e
− κΩD+YΩE

αμDYΩDΩE
γup
E

1 + γupE
dγupE . (34)

Note that, the two integrals in (34) have the same form
∞∫

0

e−μx

1 + x
dx . (35)

By utilizing integration by parts, the integral in (35) can be
transformed as follows

∞∫

0

e−μx

1 + x
dx = μ

∞∫

0

e−μx ln(1 + x )dx . (36)

Further, from [54, eq. (4.337.2)], the following relationship
exists

∞∫

0

e−μx ln(1 + x )dx =
1

μ
eμE1(μ). (37)

where E1(x ) =
∞∫
x

e−t

t dt is the exponential-integral function.

Then, by applying (36) and (37) to (34), the average secrecy
capacity in closed-form is finally given as follows

C̄s(γD , γE ) ≥ C̄LB (γD , γE )

= e
1

αμDΩD E1

(
1

αμDΩD

)

− e
κΩD+YΩE
αμDYΩDΩE E1

(
κΩD + YΩE

αμDYΩDΩE

)

. (38)

It is seen that this approximate closed-formed expression for
average secrecy capacity given in (38) involves the products
of exponential and the exponential integral function.

C. Asymptotic Analysis

In this part, we aim to derive an asymptotic expression for
the average secrecy capacity to have a deep insight into the
system performance. To achieve this goal, we firstly examine
the following inequality [55]

1

2
e−x ln

(

1 +
2

x

)

︸ ︷︷ ︸
L(x)

< E1(x ) < e−x ln

(

1 +
1

x

)

︸ ︷︷ ︸
U (x)

, x > 0,

(39)

where L(x) and U(x) denote a lower and upper boundary-value
for the exponential integral function E1(x ), respectively.

Now, we analyze the following limit in order to evaluate
the relationship between L(x) and U(x)

lim
x→∞

U (x )

L(x )
. (40)

From the inequality in (39) we know, the ratio of U(x) and
L(x) is the indeterminate form 0

0 , which implies the limit in
(40) can be evaluated by applying the L’Hôspital’s rule. Thus,
according to L’Hôspital’s rule, this limit can be calculated as
follows

lim
x→∞

U (x )

L(x )
= lim

x→∞
e−x ln

(
1 + 1

x

)

1
2e

−x ln
(
1 + 2

x

)

= 2 lim
x→∞

1
1+ 1

x

(
1 + 1

x

)′

1
1+ 2

x

(
1 + 2

x

)′

= lim
x→∞

x + 2

x + 1
= 1, (41)

where (·)′ denotes the first-order derivative operator. The result
in (41) implies, when x → ∞, we have

L(x ) ≈ U (x ) (42)

Therefore, from (39) and (42), we have the following
approximation

E1(x ) ≈ e−x ln

(

1 +
1

x

)

, x > 0. (43)

In addition, Fig. 3 plots the upper (U(x)) and lower (L(x))
boundary-value curves of E1(x ) function. It is seen that L(x)
tightly converges to U(x), and both of them become coinci-
dent to E1(x ) when x is large enough, which validates the
correctness of the aforementioned analysis and the existence
of the approximation in (43).

By plugging (43) into (38), we derive the approximate
expression of the lower bound average secrecy capacity,
given as

C̄LB (γD , γE ) ≈ ln(1 + αμDΩD )− ln

(

1 +
αμDYΩDΩE

YΩE + κΩD

)

= ln

(
(1 + αμDΩD )(YΩE + κΩD )

(1 + αμDΩD )YΩE + κΩD

)

. (44)
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Fig. 3. Bracketing of E1 by U and L.

Further, for ∀z > 0, when z  1, the following approxima-
tion exists [56]

ln(1 + z ) → ln(z ). (45)

Thus, by applying (45) to (44), the asymptotic expres-
sion of C̄LB (γD , γE ) for extreme high SINR can then be
expressed as

C̄LB (γD , γE )
μD→∞≈ ln

(

1 +
κΩD

YΩE

)

. (46)

IV. SECRECY OUTAGE PERFORMANCE ANALYSIS

In this section, the secrecy outage performance is ana-
lyzed over Rayleigh fading channels. Firstly, we present the
probability of nonzero secrecy capacity and secrecy outage
probability, and then, the corresponding asymptotic analy-
sis for secrecy outage probability are provided to have deep
insights into the secrecy outage performance.

A. Probability of Nonzero Secrecy Capacity

When the main and eavesdropper channels experience inde-
pendent Rayleigh fading, the probability of nonzero secrecy
capacity is

Pr(Cs(γD , γE ) > 0) = Pr(γD > γE )

≥ Pr
(
γD > γ

up
E

)

=

∞∫

0

γD∫

0

f
(
γD , γ

up
E

)
dγ

up
E dγD

= 1−
∞∫

0

e
− κ

αμDΩEY
γD f (γD )dγD

=
κΩD

κΩD + YΩE
. (47)

Since

aH (θE ,RE )a(θD ,RD ) =
1

N

N∑

n=1

ej2π(n−1)ΔΦ(0), (48)

and

aH (θD ,RD )a(θE ,RE ) =
1

N

N∑

n=1

e−j2π(n−1)ΔΦ(0), (49)

with

ΔΦ(0) =
Δf (RE − RD )

c
− 1

2
(sin θE − sin θD ). (50)

Then, we have

Y =
∣
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣
∣
2

=
1

N

N∑

n=1

ej2π(n−1)ΔΦ(0) · 1

N

N∑

n=1

ej2π(n−1)ΔΦ(0). (51)

To ascertain the range of Y, we examine the null points
of array pattern along the distance dimension and direction
dimension, respectively. We study the following expression

J =

N∑

n=1

e−j2π(n−1)ΔΦ(0)

=

N∑

n=1

e−j2π(n−1)
Δf (RE−RD )

c

︸ ︷︷ ︸
A

N∑

n=1

ej2π(n−1) 12 (sin θE−sin θD )

︸ ︷︷ ︸
B

.

(52)

For distance dimension, we examine the part A of (52) as
follows [57]

A =

N∑

n=1

e−j2π
Δf (RE−RD )

c
(n−1)

= e−jπ(N−1)
Δf (RE−RD )

c

sin
(
πN

Δf (RE−RD )
c

)

sin
(
π
Δf (RE−RD )

c

) . (53)

When A = 0, which yields

πN
Δf (RE − RD )

c
= ±Kπ, K �= mN , m = 1, 2, 3, . . . .

(54)

In the same manner, for the direction dimension, we evaluate
the B part as

B =

N∑

n=1

ejπ(n−1)(sin θE−sin θD )

= ej
π(N−1)(sin θE−sin θD )

2

sin
(
πN (sin θE−sin θD )

2

)

sin
(
π(sin θE−sin θD )

2

) . (55)

By taking B = 0, we have

πN (sin θE − sin θD )

2
= ±Kπ, K �= mN , m = 1, 2, 3, . . . .

(56)

From (54) and (56), we will get the first-null position with the
assumption K = 1, as follows

RE = RD ± c

NΔf
, (57)
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θE = arcsin

(

sin θD ± 2

N

)

. (58)

In addition, when eavesdropper locates at the desired posi-
tion, Y achieves the maximum value one. Therefore, we have
the range of Y

0 ≤ Y =
∣
∣
∣aH (θE ,RE )a(θD ,RD )

∣
∣
∣
2 ≤ 1. (59)

Accordingly, the range for probability of nonzero secrecy
capacity caused by eavesdropper’s location is given by

κΩD

κΩD +ΩE
≤ Pr(Cs(γD , γE ) > 0) ≤ 1. (60)

Note that, the minimum value in (60) occurs when the eaves-
dropper locates in (θD , RD ), whereas the probability one
occurs when eavesdropper in the null points (arcsin(sin θD ±
2K
N ), RD ± Kc

NΔf ), K �= mN, m = 1, 2, . . .
Next, we examine the frequency offset as it is a vital param-

eter in FDA related research. Since Δf should satisfy the
constraint Δf � f0, we consider the following case only.

When Δf → 0, we have

Y → 1

N 2

N∑

n=1

ej2π(n−1)ΔΦPA(0)
N∑

n=1

ej2π(n−1)ΔΦPA(0)

� YPA, (61)

where

ΔΦPA(0) =
1

2
(sin θD − sin θE ). (62)

Comparing (50) with (62), the range-dependence property
is lost, FDA scheme degenerates into the conventional phased-
array scheme. It is worth noting that, this phased-array scheme
corresponds to the FDA scheme when RE = RD . From (47),
we have

Pr(Cs(γD , γE ) > 0) → κΩD

κΩD + YPAΩE
. (63)

Note that, the minimum and maximum probability in (63) are
achieved in directions θE = θD and θE = arcsin(sin θD ±
2K
N ), K �= mN , m = 1, 2, · · · , respectively.

Furthermore, since YΩE/(κΩD ) = γ̄
up
E /γ̄D , (47) can be

rewritten as

Pr(Cs(γD , γE ) > 0) ≥ γ̄D
γ̄
up
E + γ̄D

. (64)

Remark: From (60) and (64) we know: When ΩD  ΩE
(i.e., γ̄D  γ̄upE ), Pr(Cs(γD , γE ) > 0) ≈ 1. Conversely,
when ΩD � ΩE (i.e., γ̄D � γ̄

up
E ), Pr(Cs(γD , γE ) > 0) ≈ 0.

This means, the better the channel quality of link S → D is,
the higher secrecy capacity can be obtained, and the more
secure transmission can be guaranteed for the proposed FDA
communications system.

B. Secrecy Outage Probability

Now, we are to derive the closed-form expression for
secrecy outage probability, which is defined as the probability
that the instantaneous secrecy capacity is less than a target

secrecy capacity threshold Cth (Cth > 0), which is given
by [11]

Pout(Cth) = Pr(Cs(γD , γE ) < Cth)

= Pr

(
1 + γD
1 + γE

< eCth

)

= Pr(γD < γEλ+ λ− 1), (65)

where λ = eCth .
When the main and eavesdropper channels experience

Rayleigh fading, the secrecy outage probability is calculated
as

Pout(Cth) = Pr(γD < γEλ+ λ− 1)

≤
∞∫

0

f
(
γupE
)

γup
E λ+λ−1∫

0

f (γD )dγDdγupE

= 1− e
− λ−1

αμDΩD

∞∫

0

e
− λ

αμDΩD
γup
E f
(
γupE
)
dγupE

= 1− e
− λ−1

αμDΩD
κΩD

κΩD + λYΩE
. (66)

Similar to the analysis for probability of nonzero secrecy
capacity, with Y ∈ [0, 1], secrecy outage probability will vary
in a range, and the maximum and minimum value can be
obtained when the eavesdropper locates in (θD , RD ) and
(arcsin(sin θD ± 2K

N ), RD ± Kc
NΔf ), K �= mN, m = 1, 2, . . .,

respectively. When it comes to the case Δf → 0, the analysis
is almost the same as Section IV-A.

C. Asymptotic Analysis

Here, we consider some asymptotic cases of the secrecy
outage probability. It is illustrative to examine the asymptotic
behavior of the secrecy outage probability for extreme high
SINR μD . When μD → ∞, (66) will simplify into

Pout(Cth)
μD→∞≈ λYΩE

κΩD + λYΩE
. (67)

Finally, we examine the asymptotic behavior of the secrecy
outage probability for extreme average SINRs of the main and
the eavesdropper channels. Since Y ∈ [0, 1], when γ̄D  γ̄

up
E

(i.e., ΩD  ΩE ), (66) becomes

Pout(Cth) ≈ 1− e
− λ−1

αμDΩD . (68)

Now, we intend to evaluate the secrecy outage performance in
high SINR (μD → ∞) regime. It is well known that, when
x → 0, we have 1−e−x → x . From (68), we know that, when
μD → ∞, λ−1

αμDΩD
→ 0. Therefore, we obtain the secrecy

outage probability in high SINR regime, which is given as
follows

Pout(Cth)
μD→∞≈ λ− 1

αμDΩD
. (69)

The outage decays as 1/μD . Conversely, when γ̄D � γ̄upE
(i.e., ΩD � ΩE ), Pout(Cth) → 1, and the secure transmission
becomes impossible.
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Fig. 4. Secrecy capacity comparison between AWGN and Rayleigh fading
channels with D and E in (20◦, 2km), where N = 100, Δf = 10kHz, and
α = 0.8.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we provide numerical results to validate the
proposed analysis of the secrecy capacity and secrecy out-
age performance (including the probability of nonzero secrecy
capacity and secrecy outage probability) for the proposed FDA
communications over Rayleigh fading channels. Without loss
of generality, the parameters are set to σ2D = σ2E = 1,
ΩD = ΩE = 1, the carrier frequency is f 0 = 10 GHz, and
the inter-element spacing is d = c/(2f0).

A. Average Secrecy Capacity Analysis

Here, we give several examples to evaluate the secrecy
capacity of the proposed analysis. Fig. 4 shows the secrecy
capacity versus SINR μD for AWGN and Rayleigh fading
channels. It is observed that the simulation result matches
our analytical result very well, validating the accuracy of our
methodology. As anticipated, it is seen that when E is in the
same location with D the secrecy capacity becomes zero under
AWGN channels, while in Rayleigh fading scenario the aver-
age secrecy capacity is nonzero and increases as μD increases.
This is because, γD in (13) and γE in (14) become the same
ascending linear function of μD with E in D’s location in
AWGN channels. However, in Rayleigh fading channels, as
shown in Fig. 5, they are random functions and accordingly,
the secrecy capacity is nonzero.

In Fig. 6, we analyze the average secrecy capacity for two
cases, being given as: (i) Case 1: E and D are in the same
locations; and (ii) Case 2: E and D are in different locations.
In both cases the desired receiver D is located at (20◦, 2km),
while E’s locations are (20◦, 2km) and (40◦, 2km), respec-
tively. Fig. 6 shows that our analytical results (from (38))
match the simulations very well. It is seen that the average
secrecy capacity in Case 2 greatly outperforms that of Case 1
due to the fact that, in Case 2 the amplitude of useful signal
received by E is lowered by the item aH (θE ,RE )v and the
artificial noise item aH (θE ,RE )w further distorts the received
signal at E, leading to a large channel capacity difference
between S → D and S → E channels and, therefore, a better
secure transmission for the proposed system can be achieved.
In addition, the asymptotic results (from (46)) in high SINR

Fig. 5. Random simulation results of γD , γE and γ
up
E , where N = 100,

Δf = 10kHz, α = 0.2, and both D and E are in (20◦, 2km).

Fig. 6. Average secrecy capacity comparison versus μD for different angles,
where N = 100, Δf = 10kHz, and α = 0.8.

Fig. 7. Average secrecy capacity versus μD for different directions, where
N = 100, Δf = 10kHz, α = 0.8, RE = 3km, and D’s location is (20◦, 1km).

regime, (i.e., μD → ∞), are also provided as upper bounds of
the analysis. Note that, the asymptotic curves tightly converge
to the simulations and the analytical ones in high SINR, which
validates the accuracy of our analysis.

Fig. 7 (from (38) and (46)) illustrates how angles influence
the average secrecy capacity in physical-layer security when D
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Fig. 8. Secrecy capacity versus μD for different schemes, where N = 100,
α = 0.8, D and E’s locations are (20◦, 2km) and (20◦, 4km), respectively.

and E have different ranges with respect to the transmitter S. It
is seen that, when θE = 20◦, D and E are in the same direc-
tion, the eavesdropper can obtain more useful signal, which
makes the system secure performance worse than other direc-
tions. More exactly, (12) can explain the phenomenon. The
scenario where D and E locate in the same direction but differ-
ent ranges are examined in Figs. 8 and 9. As can be observed in
Fig. 8, for the secrecy capacity analysis in AWGN, when D and
E are in the same direction, the secrecy capacity for PA scheme
(Δf = 0) is zero, while the FDA scheme (Δf = 10kHz)
can obtain secrecy capacity and greatly outperforms that of
PA scheme. This is because PA is only angle dependent and
the range does not work, while FDA is dependent in both
angle and range, providing a potential two-dimension secu-
rity. With the assumption that D and E have the same angles
θD = θE = 20◦, Fig. 9 (from (38) and (46)) shows the
impacts of ranges on the average secrecy capacity, where the
PA scheme is also provided for comparison. It is seen that the
FDA scheme outperforms the PA scheme significantly. The
average secrecy capacity of PA scheme is not influenced by
the varying RE , whereas for FDA scheme, the average secrecy
capacity increases along with the increasing RE due to its
range dependence property. Further, to have deep insights into
the impacts of ranges on the system performance, Fig. 10 plots
the average secrecy capacity versus range (RE ) with different
frequency offsets. It is seen that, when the eavesdropper has
the same range as the desired receiver (RD = 2500m), the
worst system performance appears. This worst performance
corresponds to the performance of the phased-array scheme.
Whereas beyond the desired receiver’s point, high secure
performance can be obtained, the larger the range differences
between the desired receiver and the eavesdropper are, the
higher secure performance will be, which significantly out-
performs the phased-array scheme. As is known, it is the
frequency offsets that make FDA differ from the phased-
array. It is seen that, for a certain range (RE ), the system
performance gets better with the increasing frequency offset.
In addition, an upper bound for average secrecy capacity is
provided.

Fig. 9. Average secrecy capacity versus μD for different ranges, where
N = 100, Δf = 10kHz, θD = θE = 20◦, RD = 1km, and α = 0.8.

Fig. 10. Average secrecy capacity versus eavesdropper’s range for different
Δf , where N = 100, μD = 10dB, θD = θE = 20◦, and α = 0.8.

Figs. 11 and 12 (from (38)) illustrate the average secrecy
capacity versus the power allocation parameter α. The loca-
tions of D and E are set to (0◦, 2km) and (5◦, 200m),
respectively. We observe that the average secrecy capacity in
Rayleigh fading channels (the red dash line) increases with
the increasing α, and the maximum secrecy capacity can be
obtained when the power allocation parameter equals to one.
In addition, the average secrecy capacity in AWGN chan-
nels outperforms the Rayleigh fading channels. In Fig. 11, we
observe that more average secrecy capacity can be achieved
for larger N because of the array gain. Moreover, the optimal α
in AWGN channel increases with increasing N, which implies
that the optimal power allocation parameter for AWGN chan-
nel will be achieved with the maximum N. Fig. 12 shows that
the increasing μD brings better secrecy capacity performance
to the considered system, which indicates that S can increase
the total transmit power to enhance the physical-layer secu-
rity. However, the optimal power allocation parameter α in
AWGN decreases along with the increasing μD . This means
that S can allocate more power to the useful signal when the
total transmit power is very low.
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Fig. 11. Average secrecy capacity versus α for different number of array
elements, where Δf = 5kHz and μD = 25dB.

Fig. 12. Average secrecy capacity versus α for different SINR μD , where
Δf = 5kHz and N = 100.

B. Secrecy Outage Performance Analysis

Here, we provide numerical results to verify our analysis
of Section IV over Rayleigh fading channels. Unless state
otherwise, N = 100 is assumed in all simulations.

Firstly, we examine the probability of nonzero secrecy
capacity. Suppose RD = 1km and θD = θE = 20◦, the results
are given in Fig. 13 (from (47)). Simulation results tightly
match with the analytical ones. The probability increases along
with the increasing RE due to its range-dependent channels.
When RE = 1km, D and E locate in the same position,
E can obtain more useful signal, thus degrading the system
performance, and the minimum probability is obtained, just as
being analyzed in Section IV-A. However, in other scenarios
(i.e., RE = 3km, 5km, 10km), the probabilities are very high
but with minor differences. Note that, the large gap between
the scenario RE = 1km and other scenarios is mainly caused
by serious distortion of useful signal received by E in the latter.

Next, we evaluate the secrecy outage probability. As
expected in Fig. 14 (from (66)), when θE = 0◦, D and E
are in the same position and the secrecy outage probability is
very high, whereas the outage probability is lower when they
are in different directions. The big gap between two curves can
be explained as the same reason as Fig. 6. Note that, when μD
is large enough, the outage probability will be saturated, this

Fig. 13. Probability of nonzero secrecy capacity versus μD for different
ranges, where Δf = 10kHz and α = 0.8.

Fig. 14. Secrecy outage probability versus μD for different locations, where
Δf = 10kHz, RD = RE = 2km, θD = 0◦, α = 0.8, and Cth = 0.1.

phenomenon is referred to as “outage floor”. The appearance
of outage floor is mainly due to the constraint of the relation-
ship between ΩD and ΩE , which will be further simulated in
subsequent Fig. 19. In addition, the asymptotic result (from
(67)) for high SINR, i.e., μD → ∞, is also provided in the
figure as a lower bound, which is also called “floor value”,
of the outage probability. The floor values tightly converge to
the analytical results in high SINR regime, which indicate the
minimum secrecy outage probabilities can be obtained.

As FDA is dependent in both angle and range parameters, so
in Fig. 15 (from (66) and (67)), we evaluate how ranges influ-
ence the secrecy outage probability. The asymptotic results are
also given as the “outage floor” values to have deep insights
into the range effects on the secrecy outage performance. It is
seen that the outage probability decreases as RE gets bigger
and secure transmission is guaranteed, whereas the decrement
is reduced along with the increasing ranges. The FDA scheme
outperforms the PA scheme evidently with a large performance
gap due to the range dependence.

The effects of frequency offset on the secrecy outage prob-
ability are studied in Fig. 16 (from (66) and (67)), where D
and E are located at (10◦, 1km) and (0◦, 3km), respectively.
As expected, the secrecy outage probability decreases with
the increasing Δf , but the decrement is reduced as Δf gets
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Fig. 15. Secrecy outage probability versus μD for different ranges, where
Δf = 10kHz, RD = 1km, θD = θE = 20◦, α = 0.8, and Cth = 0.1.

Fig. 16. Effects of frequency increment Δf on secrecy outage probability,
where α = 0.8 and Cth = 0.1.

Fig. 17. Effects of secrecy capacity theshold Cth on secrecy outage
probability, where α = 0.8 and Δf = 10kHz.

bigger. When Δf = 0, the FDA scheme deteriorates into con-
ventional PA scheme, which results in the large gap between
the scenario Δf = 0 and the scenario Δf = 10kHz. This phe-
nomenon validates again that the FDA scheme outperforms
the PA scheme significantly.

Fig. 18. Effects of power allocation parameter α on secrecy outage
probability, where Cth = 0.1 and Δf = 10kHz.

Fig. 19. Secrecy outage probability versus μD when γ̄D � γ̄
up
E , where

Δf = 10kHz and α = 0.8.

In Figs. 17 and 18 (from (66)), the effects of secrecy capac-
ity threshold and power allocation parameter α on the secrecy
outage probability are examined, respectively. The locations
of D and E are set to (10◦, 1km) and (0◦, 2km), respectively.
Five cases are provided in Fig. 17. The secrecy outage proba-
bility increases as the threshold Cth becomes larger, but they
have the same outage floor value. The minimum outage prob-
ability is obtained at Cth = 0. Fig. 18 shows that the outage
probability decreases along with the increasing α. This implies
that, for a fixed SINR, lower secrecy outage probability can
be achieved by allocating a large fraction of its transmit power
to the useful signal.

Finally, Fig. 19 provides an example to evaluate the rela-
tionship between γ̄D and γ̄

up
E . Similar to Figs. 17 and 18, the

locations of D and E are set to (10◦, 1km) and (0◦, 2km),
respectively. It is seen that, the outage probability decays as
1/μD and the outage floor will disappear when γ̄D  γ̄

up
E

(i.e., ΩD  ΩE ) (see (68)). In this case, the channel qual-
ity of link S → D outperforms the link S → E significantly.
In addition, the result of (68) in high SINR, namely, (69), is
also presented as a benchmark for comparison. Obviously, in
high SINR regime, the simulation result tightly converges to
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Fγup
E
(γ) = Pr

(
γ
up
E < γ

)

= Pr

(

min

{
αY

β
∣
∣aH (θE ,RE )w

∣
∣2
,
αμDY

κ
|hE |2

}

< γ

)

= 1− Pr

(

min

{
αY

β
∣
∣aH (θE ,RE )w

∣
∣2
,
αμDY

κ
|hE |2

}

> γ

)

= 1− Pr

(
αY

β
∣
∣aH (θE ,RE )w

∣
∣2

> γ

)

Pr

(
αμDY

κ
|hE |2 > γ

)

, γ > 0 (70)

the approximate one. Therefore, we can conclude that con-
fidential communication transmission can be achieved when
γ̄D  γ̄upE .

VI. CONCLUSION

In this paper, we have investigated the physical-layer
security of artificial noise aided FDA communications over
Rayleigh fading channels based on the single-antenna receiver
structure proposed to address the time-variance property
of FDA antenna. The secrecy capacity and secrecy out-
age performance (including probability of nonzero secrecy
capacity and secrecy outage probability) are analyzed with
the derived closed-form approximate expressions. Moreover,
asymptotic results are also provided to further analyze the
promising FDA communication performance. All theoret-
ical analysis are verified by extensive simulation results.
Numerical results show that the range-dependence property
of FDA indeed provides promising application potentials for
physical-layer security communications. Future work will fur-
ther investigate the physical-layer security of promising FDA
communications in more complex scenarios so as to excavate
the potential application of FDA antenna.

APPENDIX

PROOF OF THEOREM 2

Let Y � |aH (θE ,RE )a(θD ,RD )|2. Recall the derived
tight upper bound of instantaneous SINR in (21), the CDF of
γ
up
E can then be directly calculated by (70), which is shown

at the top of this page.
For ∀γ > 0, the calculation of CDF Fγup

E
(γ) can be

classified as the following two scenarios:
1) When αY

β|aH (θE ,RE )w|2 < αμDY
κ |hE |2, i.e., |hE |2 >

κ
βμD |aH (θE ,RE )w|2 . There are following two possible
events.

a) If αY
β|aH (θE ,RE )w|2 > γ, we have αμDY

κ |hE |2 >

γ, and the following two identities can be easily
obtained from the last line of (70)

Pr

(
αμDY

κ
|hE |2 > γ

)

= 1, (71)

Pr

(
αY

β
∣
∣aH (θE ,RE )w

∣
∣2

> γ

)

= 1. (72)

By plugging (71) and (72) into (70), we then have

Fγup
E
(γ) = 0. (73)

b) If αY
β|aH (θE ,RE )w|2 ≤ γ, we have the following

identity

Pr

(
αY

β
∣
∣aH (θE ,RE )w

∣
∣2

> γ

)

= 0. (74)

By plugging (74) into (70), we have

Fγup
E
(γ) = 1. (75)

It is worth noting that, in this scenario, the CDF derived
in (73) means the eavesdropper cannot receive any
information, which is impractical in a secrecy com-
munication system due to the omnidirectional antenna
elements used in the transmit array. While the result
obtained in (75) implies that the system secrecy capac-
ity is zero, and secure transmission is impossible, which
is meaningless. Therefore, this scenario will not be
considered in this paper.

2) When αY
β|aH (θE ,RE )w|2 ≥ αμDY

κ |hE |2, i.e., |hE |2 ≤
κ

βμD |aH (θE ,RE )w|2 . The following two events exist.

a) If αY
β|aH (θE ,RE )w|2 > γ, we have the following

identity

Pr

(
αY

β
∣
∣aH (θE ,RE )w

∣
∣2

> γ

)

= 1. (76)

Substituting (76) into (70), we obtain

Fγup
E
(γ) = 1− Pr

(
αμDY

κ
|hE |2 > γ

)

= Pr

(

|hE |2 <
κ

αμDY
γ

)

, γ > 0. (77)

Note that, the result in (77) is conditioned under
the following two constraints

⎧
⎨

⎩

|hE |2 ≤ κ
βμD |aH (θE ,RE )w|2

γ < αY
β|aH (θE ,RE )w|2 .

(78)

From (77) and (78), we know |hE |2 is constrained
by two upper limit values, i.e., κ

αμDY γ and
κ

βμD |aH (θE ,RE )w|2 . To further ascertain Fγup
E
(γ),

we examine the relationship of κ
αμDY γ and

κ
βμD |aH (θE ,RE )w|2 . The ratio of these two parts are

Authorized licensed use limited to: POLO BIBLIOTECARIO DI INGEGNERIA. Downloaded on September 07,2022 at 15:04:46 UTC from IEEE Xplore.  Restrictions apply. 



JI et al.: ON PHYSICAL-LAYER SECURITY OF FDA COMMUNICATIONS OVER RAYLEIGH FADING CHANNELS 489

calculated as follows:
κ

αμDY γ
κ

βμD |aH (θE ,RE )w|2
=

β
∣
∣aH (θE ,RE )w

∣
∣2

αY
· γ

<
β
∣
∣aH (θE ,RE )w

∣
∣2

αY

× αY

β
∣
∣aH (θE ,RE )w

∣
∣2

= 1. (79)

The result in (79) demonstrates that κ
αμDY γ <

κ
βμD |aH (θE ,RE )w|2 , which implies

Fγup
E
(γ) = F|hE |2

(
κ

αμDY
γ

)

, γ > 0 (80)

Conversely, if (80) is established, we can easily get
κ

αμDY γ < κ
βμD |aH (θE ,RE )w|2 , therefore, we write

the range of γ as γ > 0.
b) If αY

β|aH (θE ,RE )w|2 ≤ γ, we have the following
identity

Pr

(
αY

β
∣
∣aH (θE ,RE )w

∣
∣2

> γ

)

= 0. (81)

By plugging (81) into (70), we have

Fγup
E
(γ) = 1. (82)

Similar to (75), the CDF obtained in (82) is also out of
consideration in this paper.

Therefore, the CDF of γupE is finally given as

Fγup
E
(γ) = F|hE |2

(
κ

αμDY
γ

)

, γ > 0. (83)

Here, the proof for this theorem is completed.
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